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Abstract
The digital identity problem is a complex one 

in large part because it involves personal data, 
the algorithms which compute insights on the 
data, and the management of the identifiers that 
are linked to personal data. The reality of today 
is that personal data of an individual is distributed 
throughout the Internet, in both private and pub-
lic institutions, and increasingly also on the user’s 
devices. In order to empower individuals to have 
a say in who has access to their personal data and 
to enable individuals to make use of their data 
for their own purposes, a coherent and scalable 
federated authorization architecture is required 
as a fundamental component of the decentralized 
identity solution. This federation must allow an 
individual to easily manage access policies, and 
to grant and retract consent for access to data 
distributed across multiple repositories. This arti-
cle describes the User Managed Access architec-
ture and protocols that provide the foundation for 
scalable federated authorization.

Introduction:  
Data, Identity and Trust

The advent of Bitcoin and blockchain technology 
generally has illustrated the potential use of public 
key cryptography in the context of transactions 
conducted directly between parties over the peer-
to-peer network of nodes in an unmediated fash-
ion. This has raised interest in the potential use 
of blockchain technology in the area of digital 
identity. However, the question of digital identity 
pre-dates blockchain technology and is closely 
intertwined with the complex problem of personal 
data and privacy.

 The increasing awareness of the public regard-
ing the power of big data and the recent cyber-
attacks on organizations holding large amounts 
of consumer personal data (e.g., Anthem data 
breach in 2015; Equifax breach in 2017) has 
shaped public trust in recent years. Over the last 
decade there has been a continuing decline in 
trust on the part of individuals with regard to the 
handling and fair use of personal data  [1]. Pew 
Research reported that 91 percent of Americans 
agree or strongly agree that consumers have lost 
control over how personal data is collected and 
used, while 80 percent who use social networking 

sites are concerned about third parties accessing 
their shared data [2]. The Webbmedia Group, 
writing in the Harvard Business Review, has iden-
tified data privacy as one of the top 10 technolo-
gy trends of 2015 [3]. Related to the loss of trust 
— and perhaps as a consequence of it — is the 
recent development of new regulations aimed at 
addressing data privacy. The enactment of the EU 
General Data Protection Regulation (GDPR) has 
in turn influenced the data privacy discourse in 
the United States and elsewhere (e.g., the Califor-
nia Consumer Privacy Act [(CCPA]).

The state of declining trust was already report-
ed by the World Economic Forum in 2014. The 
WEF report [4] was the culmination of a multi-
year initiative with global insights from various 
high-level leaders from different sectors of soci-
ety (industry, governments, civil society and aca-
demia). A theme running through the 2014 WEF 
report is the need to strengthen individual trust. 
The WEF report suggests three means to address 
this problem [4, p. 14]. First, increase transparency 
by focusing on engagement and response, and by 
providing individuals with insight and meaningful 
control. This is instead of the current approach-
es focusing on disclosure and providing details 
(which often overwhelm individuals). Second, 
improve accountability by orienting throughout 
the value chain (front-end to back-end) with risks 
being equitably distributed. This is in contrast to 
the current industry practices that are oriented 
toward the front-end of the value chain with risks 
and responsibilities residing with the individual. 
Third, empower individuals by way of giving them 
a say in how data about them is used by orga-
nizations and giving individuals the capacity to 
use data for their own purposes. Empowerment 
should be distributed with shared incentives for 
empowering individuals and distributing value 
closer to the source of data production (the indi-
vidual). This is in contrast to the current approach-
es, which are focused on maintaining information 
differentials among a concentrated set of actors. 
Echoing the WEF Report [4], we believe that indi-
viduals need meaningful control (Fig. 1) over their 
personal data, which is increasingly distributed 
across various entities on the Internet [3].

Today, the reality is that personal data typically 
does not reside with the individual, for practical 
reasons. The GDPR recognized this reality, and 
reflected it by using the notion of data control-
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lers and data processors. In order to provide an 
individual with true meaningful control over their 
personal data, the controllers (of an individual’s 
personal data) must collectively provide an easy 
way for the individual to configure access policies 
(consent rules) that will apply to the personal data 
located at each of the controllers. We refer to this 
as authorization federation. The overall goal of 
federated authorization is to empower the indi-
vidual to set access policies (i.e., consent) at one 
location (e.g., at one data controller) and have 
the access policies propagated automatically to 
other data controllers and be enforced there also. 
In this way, the individual is relieved from having 
to log-in to many sites for the purpose of config-
uring the access policies multiple times. This is 
consistent with and follows from the WEF recom-
mendations.

From the perspective of data minimization and 
privacy, industries which hold and process person-
al data should adopt a data handling philosophy 
that favors sharing insights instead of exchanging 
raw data. We refer to this as the open algorithms 
paradigm that was first developed at MIT [5]. The 
open algorithms approach advocates that:
• Data should never leave its repository.
• The vetted algorithms are instead transmitted 

to the data repository to be executed there.
• Only aggregate answers are returned, which 

do not permit the re-identification of individ-
uals. 

Any algorithm execution yielding a response 
that goes deeper or finer-grained than aggregate 
results must first obtain explicit consent from the 
individuals concerned.

The goal of this article is to explore the notion 
of a federated authorization model for the decen-
tralized management of the various aspects of 
an individual’s identity. Following from the open 
algorithms approach, the term “authorization” 
in this article is generally taken to mean an indi-
vidual’s permission or consent to have a vetted 
algorithm be executed over their personal data. 
In order to ground the discussion in real-world 
applications, we use a specific example called 
User Managed Access (UMA), which provides 
the foundation for the authorization federation 
among the data controllers.

Decentralized  
Identity Management

As mentioned previously, the question of indi-
vidual digital identity has always been related to 
personal data and privacy. In discussing digital 
identity management, we adopt a more encom-
passing view that incorporates not only digital 
identifiers (e.g., email addresses, Social Security 
numbers, public keys), but also:
• Personal data that are distributed throughout 

the Internet
• The algorithms that are applied to personal 

data resulting in insights
• The assertion or claim structures that convey 

the various degrees of insights to external 
entities

 • The digital identifiers that are linked or bound 
to the assertions
We define identity generally as the collective 

aspect of the set of characteristics or features by 

which a thing (e.g., human, device, organization) 
is recognizable and distinguishable one from 
another [6]. In the context of a human person, the 
individuality of a person plays an important role in 
that it allows a community of people to recognize 
the distinct characteristics of an individual person 
and consider the person as a persisting entity. It is 
this individuality that leads people to form social 
networks, and allows them to interact with mem-
bers of their social network and exchange ideas 
[7]. Data regarding an individual’s social network 
interactions is an important part of the corpus of 
personal data of that individual. Thus, we define 
the core identity of a person as a collective aspect 
of the set of characteristics (derived through per-
sonal data, algorithms, and insights) by which a 
person is uniquely recognizable.

Proper identity management, therefore, 
becomes the broader challenge of how an indi-
vidual can better control and manage the various 
aspects of their digital identity life cycle, includ-
ing the creation and usage of their personal data, 
algorithms, insights and assertions that are distrib-
uted over the Internet. Thus, correctly viewed, the 
problem of decentralized identity management is 
in reality the challenge of achieving decentralized 
control by individuals over their digital characteris-
tics, expressed through personal data, algorithms, 
insights, and assertions made about them. We 
refer to this as individual-centric identity manage-
ment, which is in contrast to the traditional cen-
tralized institution-centric identity management. 
The emphasis on the individual-centricity means 
giving individuals the capacity to use data for their 
own purposes and bringing value closer to the 
source of data production, namely the individual 
person. The fact that today much personal data 
are distributed across the Internet means that a 
federated authorization model for individual-cen-
tric access is an important component of the 
decentralized identity solution.

For the nascent field of blockchain technol-
ogy, there are several potential applications of 
blockchains beyond the binding of public keys 
to claims via a blockchain [8, 9]. For example, 
blockchains could be employed as the foundation 
technology for the logging, tracking, and auditing 
of the algorithms that were applied to data by the 
relevant entities involved. As another example, 
the granting of consent (e.g., to run algorithms) 

Figure 1. The vision of privacy 2.0 (after [3]).
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and their corresponding receipts can be cap-
tured using the consent-receipt standard proto-
col, recorded on a blockchain. Finally, the “smart 
contracts” (stored procedures) capability of some 
blockchain systems could be the basis for express-
ing algorithms in the form of smart contracts, with 
remuneration going directly to the individual own-
ers of the personal data and the authors of the 
algorithms [10].

Policy-Based Access Control 
and Authorization

The issue of controlling access to multi-user 
resources has been an important theme since the 
mid-1960s, with the rise of time-share mainframe 
computers. Generally, the term access control is 
applied not only to physical access (to the com-
puter systems) but also to system resources (e.g., 
memory, disk, files). Notable among the early 
efforts in the 1970s was the Multics system. In the 
context of government and military applications, 
there was the further issue of access based on 
a person’s rank or security clearance. Here, the 
concept of mandatory and discretionary access 
control in multi-level systems came to the fore-
front in the form of the Bell and LaPadula Model 
(BLM) [11].

In the BLM, access control is defined in terms 
of subjects possessing different security levels, 
seeking access to objects (i.e., system resourc-
es). Thus, for example, in the BLM a subject (e.g., 
user) is permitted to access an object (e.g., file) if 
the subject’s security level (e.g., “Top Secret”) is 
higher than the security level of the object (e.g., 
“Secret”). The notion of roles or capacities was 

added to this model, leading to the Role-Based 
Access Control (RBAC) model. Here, as a fur-
ther refinement of the BLM, a subject (user) may 
have multiple roles or capacities within a given 
organization. Thus, when the subject is seeking 
access to an object, he or she must indicate the 
role within which the request is being made. The 
formal model for RBAC was subsequently defined 
by NIST in 1992 [12].

Access control to resources is also a major 
concern for enterprises and corporations. This 
need became acute with the widespread adop-
tion of local area network (LAN) technology by 
enterprise organizations in the 1990s. The same 
RBAC model also applies to corporate resourc-
es attached to the corporate LAN. This problem 
was often referred to as authentication, authori-
zation, and auditing (AAA) in the 1990s. Part of 
the AAA model developed during the 1990s was 
an abstraction of functions pertaining to deciding 
access rules from functions pertaining to enforc-
ing them. Entities that decided on access rules 
were denoted as policy decision points (PDPs), 
while entities that enforced these access rules 
were denoted as policy enforcement points (PEP). 
Figure 2 summarizes this abstraction.

The policy-based access control model is 
foundational to many systems deployed within 
enterprises today. Many solutions, such as Micro-
soft’s Active Directory (AD), are built on the same 
model of policy-based access control. In the case 
of AD, a fairly sophisticated cross-domain archi-
tecture was developed that allows an enterprise 
to logically arrange itself into dozens to hundreds 
of interior domains (e.g., each department as a 
different AD group). Permissions and entitlements 
for subjects (employees) in AD are expressed in 
a comprehensive Privilege Attribute Certificate 
(PAC) data structure. Interestingly, the main 
authentication mechanism within Microsoft AD 
and many similar products is the MIT Kerberos 
authentication system (RFC 1510).

Mediated Authentication and 
Authorization

Today, there are a number of entities on the Inter-
net that mediate transactions between an indi-
vidual user and an online service provider. One 
key offering of many of these entities is mediated 
authentication services. Here, in discussing medi-
ated authentication we use a slightly modified ter-
minology for clarity of discussion. This is to avoid 
employing industry jargon, which is often inaccu-
rate and a product of historical development. For 
example, instead of using the generic term “ser-
vice provider” for the entities that offer a broad 
range of offerings, we use the more specific 
terms of goods and services provider (GSP) and 
resource service provider (RSP). The first denotes 
entities that offer goods (e.g., Amazon), while the 
later denote entities that offer computer-related 
resources including cloud-based storage (e.g., 
DropBox), compute capabilities  (e.g., AWS/EC2), 
and others. In many cases the role of resource 
service providers is to support the business of the 
GSPs (e.g., online merchants).

The functions of mediated authentication 
and authorization are delivered by two kinds of 
third-party providers (Fig. 3).

Figure 2. Overview of policy-based access control with PDPs and PEPs.
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Authentication Provider (ANP): A mediating 
authentication provider has the task of managing 
and validating a user’s credential (e.g., password, 
keys) on behalf of a GSP entity (e.g., online mer-
chant). This allows the GSP to be relieved of the 
task of authenticating the user (e.g., customer of 
the merchant). Consequently the ANP also has 
the task of managing the credentials belonging to 
users (customers) on an ongoing basis. Typically, 
the GSP must have a business relationship with the 
ANP before the customer can perform authentica-
tion to the ANP. This is shown in Fig. 3a.

There are several variations of the proto-
cols for mediated authentication. Generally, the 
ANP issues an authentication-token as proof of 
the user’s successful authentication event at the 
ANP. The authentication-token can be delivered 
to the GSP via the client software (front chan-
nel) deployed by the user, or the token can be 
delivered directly from the ANP to the GSP (back 
channel). An example of these tokens are Ker-
beros tickets and SAML2.0 login assertions.

Today, the ANP function is fulfilled by a cate-
gory of providers referred to as identity providers 
(IdP). The typical consumer-facing IdP issues an 
identifier (e.g., email address) and manages the 
credentials of the user (e.g., change password). 
When the user seeks to access services offered by 
the GSP, the user is temporarily redirected to the 
IdP for authentication. The IdP issues an authenti-
cation-token, which can then be validated by the 
GSP.

Authorization Provider (AZP): A mediating 
AZP has the task of managing access policies 
pertaining to access to resources such as files, 
documents, and media. The resources typically 
reside at one or more resource service provider 
(RSP) entities, and the owner of the resource sets 
the access policies at the AZP entity (Fig. 3b). A 
back-channel typically exists between the AZP 
and the RSPs, permitting the policy rules and con-
figuration settings (set by the resource owner) 
to be communicated from the AZP to the RSPs. 
Looking at Fig. 3b, the AZP implements function 
of the PDP, while the RSP implements the func-
tion of the PEP.

When a third party — referred to as the 
Requesting Party (RqP) — seeks to access a given 
resource at an RSP, it must first be authenticat-
ed by the relevant ANP entity who issues it an 
authentication-token. The ANP is assumed to 
have a business relationship with the AZP. The 
requesting party presents the authentication-to-
ken to the AZP entity as proof that the requesting 
party has been authenticated. The AZP in turn 
issues an authorization-token (e.g., OAuth2.0 
token, Microsoft PAC) as a means to convey the 
access privileges assigned to the requesting party 
for given resource at the relevant RSP. Currently, 
most consumer-facing resource sharing provid-
ers (e.g., photo or calendar sharing sites) merge 
together the functions of the AZP and RSP.

In order to scale up services, over the years 
a number of ANPs in the consumer space have 
banded together to form consortiums that pro-
vide their members with a broader reach for their 
services collectively. We use the term “authen-
tication federation” for this kind of consortium 
arrangement. The goal of an authentication fed-
eration is essentially to help the GSP entities to 

ensure that a new or returning user (i.e., custom-
er) can be authenticated quickly. To achieve this 
efficiency, a GSP enters into a business relation-
ship with either an ANP who is a member of the 
federation or the federation organization directly. 
An authentication federation typically operates 
under a set of bylaws and contracts, referred to 
as the federation Legal Trust Framework (LTF) for 
the consortium (e.g., OpenID-Exchange or OIX).

Federation of Mediated 
Authorization Services

Similar to authentication federation, in order for 
authorization architectures in the consumer space 
to be able to scale up, an authorization federation 
among the providers is needed. To place autho-
rization federation in the proper context, we use 
the classic policy-based resource access control 
model [12] as our starting point (shown earlier in 
Fig. 2). This is applied to a collection of domains, 
each representing distinct data controllers (hold-
ing personal data of various individuals). In Fig. 
4, both Domain 1 and Domain 2 hold resources 
associated with an individual, which we refer to 
as the data subject (or simply subject) following 
the GDPR definition. The subject as the resource 
owner has data located at both Domain 1 and 
Domain 2. A third party, denoted as the request-
ing party, seeks access to the subject’s data locat-
ed in Domain 1 (e.g., to execute an algorithm on 
the data in Domain 1).

There are at least three (3) goals for a scalable 
federated authorization model.

Cross-Domain Policy Propagation and 
Enforcement: A subject (resource owner) must 
be able to set access policies in one domain, and 
have the policies automatically propagated to all 
domains in the federation that contain the sub-
ject’s resources and have those policies enforced 
locally by each relevant domain.

An example is illustrated in Fig. 4, where the 
subject sets access policies at PDP2 in Domain 
2, while enforcement also occurs in Domain 1 to 
resources at PEP1.1, where the subject’s resourc-
es reside.

Decentralization of Enforcement: Once 
an access policy is decided at one PDP in one 
domain, enforcement within all domains in the 
federation that contain the subject’s data/resourc-
es must occur automatically without the subject’s 
further involvement. Each PEP in each relevant 
domain must operate independent of other PEPs 
in the same domain or other domains.

Legal Trust Framework for Authorization 
Federation: A legal trust framework must be 
agreed upon by all domain owners in the feder-
ation, one that defines, among others, the agreed 
behavior of PDPs and PEPs in propagating access 
policies and enforcing them.

In the next section we discuss the UMA archi-
tecture as one of the embodiments of federated 
authorization concept.

Federated Authorization for 
Personal Data: UMA

The goal of the User Managed Access (UMA) 
architecture is to provide individual-centric control 
over “resources” (e.g., personal data, algorithms, 
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assertions) that may be distributed across multiple 
locations, each employing a resource server as 
the RSP entity (Fig. 3b). The basic idea of UMA is 
that the data-subject as the resource owner (RO) 
would set access policies at one AZP entity, and 
for the access policies to be propagated automat-
ically to all RSPs who hold resources (i.e., data) 
belonging to the data-subject and be enforced by 
each of the RSPs independently. When a request-
ing party (RqP) seeks access to a given resource 
protected by an RSP entity, the requesting party 
must first obtain an authorization-token from the 
AZP, and deliver it to the RSP with its access 
request.

In other words, the UMA architecture is an 
embodiment of the mediated authorization func-
tion discussed in the previous two sections and 
shown in Fig. 3b. The UMA standard began to 
be developed in the Kantara Initiative in 2009, 
with the UMA Version 1.0 specifications being 
completed in 2014 [13] and the Version 2.0 spec-
ifications published in 2017 [14]. Throughout its 
decade-long development, the UMA philosophy 
has been consistent with much of the data privacy 
discourse in the World Economic Forum [1, 4] 
and with the GDPR notion of privacy and con-
sent.

Due to the popularity of the OAuth2.0 
framework [15] among social media providers 
(which already supported the sharing of low-val-
ue resources such as photos and calendars), the 
UMA architecture started by employing the basic 
OAuth2.0 terminology and technical constructs, 
including the token structures and access grant 
flows. Compared to the classic RBAC model, the 
OAuth2.0 framework is fairly rudimentary in that 
it only recognized three entities in its ecosystem. 
These were the Client (understood commonly to 
be a web-based application or mobile app), the 
Authorization Server (as the authorization provider 
or AZP in Fig. 3b), and the Resource Server (as 
the resource service provider or RSP in Fig. 3b). 
UMA adopted these three OAuth2.0 entities as 
the starting design.

However, in addition, UMA crucially intro-
duced the requesting party (RqP) and the 
resource owner (RO) as the data-subject (data 
owner) in Version 1.0 of the UMA specifications 
[13]. These additions placed UMA in line with the 
well-understood RBAC model discussed earlier 
[11, 12]. UMA explicitly defined the requesting 
party as a separate legal entity from the client-op-
erator, whereas OAuth2.0 only recognized the cli-
ent as a piece of software. The explicit separation 

Figure 4. Overview of an authorization federation of two domains or institutions.
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of the requesting party from client-operator has 
dramatic implications in that it forced the recog-
nition that in real-world scenarios there is always 
someone (i.e., a person or organization) that is 
deploying or manipulating a piece of client appli-
cation software — which is accessing the data/
resources located at the resource server (RS). This 
means that the privacy-related legal obligations 
stemming from the data-subject’s consent applies 
to both participants as legal entities.

In terms of the UMA protocol flows (Fig.5), 
this means that both the requesting party and 
the client-operator must obtain distinct authoriza-
tion-tokens:
• The requesting party must be authenticat-

ed by an ANP and be issued an authentica-
tion-token (Fig. 5, Step 3).

• Both the requesting party and the client-op-
erator must obtain separate authorization-to-
kens from the authorization server Fig. 5, 
Step 5) prior to requesting access to the 
resource server (Step 6).
The UMA architecture is designed to support 

federated authorization across multiple domains 
(Fig. 6). The standardized data structure used to 
propagate the access policies between the autho-
rization server (as the PDP) and the multiple 
resource servers (as the PEPs) is the permissions 
ticket. UMA itself is agnostic to the policy expres-
sion syntax or language and can support any poli-
cy syntax (e.g., XACML).

Figure 6 illustrates the case where Alice as the 
resource owner has personal data at both RS1 
and RS2. Alice sets her access policies at one loca-
tion only, namely at AS2. Bob as the requesting 
party is seeking access to Alice’s resources at RS1. 
The UMA architecture supports the propagation 
of the permissions ticket from the AS2 (PDP2) 
in the originating domain (Domain 2) to the RS1 
(PEP1) in the enforcing domain (Domain 1). The 
signed permissions ticket can be propagated from 
Domain 2 to Domain 1 directly from AS2 to RS1, 
or it can be propagated cross-domain from AS2 
to AS1, followed by a local transfer from AS1 to 
RS1. This allows RS1 to enforce Alice’s access 
policies even though Alice may subsequently be 
off-line.

Conclusions
In this article we have focused on the notion of a 
federated authorization model as applied to per-
sonal data held by various data controllers, and 
the importance of decentralized control by an 
individual over access by external parties to per-
sonal data distributed across these controllers. In 
discussing digital identity management, we have 
adopted a more encompassing view that includes 
not only digital identifiers, but also personal data, 
the algorithms that are applied to personal data 
yielding insights, the assertion or claim structures 
that convey the various insights to external enti-
ties, and the digital identifiers that are linked or 
bound to the assertions.

When correctly understood, the problem of 
decentralized identity management is in reality 
the challenge of achieving decentralized control 
by individuals over their digital characteristics, 
which are expressed through personal data, algo-
rithms, insights, and assertions about them. We 
refer to this as individual-centric identity manage-
ment. The emphasis on the individual-centricity 
means giving individuals the capacity to use data 
for their own purposes and bringing value closer 
to the source of data production, namely the indi-
vidual person.

We have reviewed the concepts of mediat-
ed authentication and mediated authorization as 
the basis to understand federated authentication 
and federated authorization. We discuss the User 
Managed Access architecture, which implements 
a federated authorization model. UMA provides 
individual-centric control and policy setting capa-
bilities that gives individuals better control over 
their personal data. The fact that today much 
personal data are distributed across the Internet 
means that a federated authorization model for 
individual-centric identity management is a crucial 
component of any decentralized identity solution.
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the challenge of achieving 

decentralized control by 
individuals over their digi-
tal characteristics, which 

are expressed through 
personal data, algorithms, 

insights and assertions 
about them. We refer to 

this as individual-centric 
identity management.



IEEE Communications Standards Magazine • December 20197

ger, Mark Lizar, Colin Wallis, Sandy Pentland, and 
Justin Anderson.
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The fact that today much 
of personal data are 
distributed across the 
Internet means that a 
federated authorization 
model for individual-cen-
tric identity management 
is a crucial component of 
any decentralized identity 
solution.


